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Challenge of sustainable, efficient and resilient and systems: definition of technical

Resilience Engineering

Modern system development, improvement, innovation and assessment has to take into account an
ever increasing variety as well as increasingly competing goals. Such goals include: sustainability,
effectiveness, efficiency, user attractiveness but also safety and security (Assembly, 2000). For
example, for past automotive vehicles safety was a luxury, since decades at least a basic level is
standard. In a similar way, sustainability and cyber security of vehicles are currently novel topics and
will evolve to established requirements. Similar arguments are argued to hold true when requiring
that (socio) technical systems are capable of coping with adverse events.

This text aims at showing that a thorough Resilience Engineering can substantially contribute to
improving safety and security as well as the adaptive capabilities of complex socio-technical systems
when they face adverse and potentially disruptive events. Those capabilities, which can be
summarized as resilience, are a key characteristic of sustainability. In our modern world that depends
on (ultra-)complex, interdependent, coupled networks of infrastructure, sustainable development is
only achievable, if we learn to design and optimize our systems in a resilient way (Thoma, 2014).
Systems covered range from infrastructure lifelines to small devices.

Resilience Engineering means preserving critical functionality, ensuring graceful degradation and
enabling fast recovery of complex systems with the help of engineered generic capabilities as well as
customized technological solutions when the systems witness problems, unexpected disruptions or
unexampled events (Thoma, Scharte, Hiller, & Leismann, 2016). Hence, Resilience Engineering is a
new and innovative approach to improving the resilience of systems with the help of the technical
and engineering sciences. Those sciences are able to understand, analyse and improve a vast set of
different kinds of systems, ranging from microsystems to global infrastructure networks. In
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particular, RE tries to find ways to enhance the resilience of critical infrastructure, e.g. electric,
energy and telecommunication grids.

The resilience of such systems can be defined as their capability to successfully

(1) prepare for

(2) prevent

(3) protect from
(4) respond to, and
(5) recover from

minor up to larger, creeping up to sudden, known up to completely unexampled disruptions, taking
into account the societal and technical contexts (Haring, Ebenhdch, & Stolz, 2016; Thoma, Scharte,
Hiller, & Leismann, 2016). A system is resilient if it is successful in combining all resilience
management phases to minimize the negative effects of any kind of adverse events.

The overview on Resilience Engineering is structured as follows. Section 1 gave an overview and a
definition on Resilience Engineering. Section 2 lists main Resilience Engineering objectives, Section 3
discusses frameworks for generating resilience, and Section 4 shows how to develop and measure
resilience.

Technical objectives of Resilience Engineering
This section elaborates on the objectives of the technical science-driven Resilience Engineering

approach. We categorize 12 resilience engineering objectives (from (i) to (xii)) into 5 main objectives
((A) to (D).

(A) Technical-engineering Resilience Engineering approach. Resilience engineering aims at making
the sufficient generation of resilience of (socio) technical systems a well-defined, scalable and flexible
scientific-engineering process that is supported by appropriate methods. Accordingly, objectives of
Resilience Engineering are

(i) to provide engineering, technical and natural science founded approaches and processes
to achieve resilience of (socio) technical systems. For instance as indicated in section 3.

(ii) to develop tailorable validated methods to conceptualize, design, develop and assess
resilient systems. For instance, to refine what it means to achieve overall success in all
resilience management phases (1) to (5).

In the same way as risk analysis and control emerged as a new engineering branch in the 1970s and
1980s, it is expected that resilient engineering for handling a large variety of (potential) disruptions
will emerge as a new technical science domain. Thus, Resilience Engineering allows fulfilling many of
the aims for modern sustainable system developments as listed in the introduction.

(B) Extension and where appropriate replacement of (classical) risk approaches. Further main
objectives include:

(iii) To extend and where appropriate to replace classical notions of risk analysis and
management with resilience concepts, approaches and methods. For instance, to allow



(iv)

(v)

for a more flexible chance enhancement and/or risk control for systems focusing on post
event options for response and recovery.

To allow for extended and novel perspectives on risk events, risk propagation, risk
assessment and risk control. For instance, to conduct chance/risk management of long-
term system availability objectives.

To be better able to prepare for less expected, seldom, unexpected, unknown or even
unexampled — so-called “black swan” — events. For instance by focusing on the
chance/risk assessment of technical resilience capabilities.

(C) Seamless extensions of notions of reliability and maintainability. Important aims of resilience

engineering are

(vi)

(vii)

(viii)

To seamlessly link to and to extend classical notions of reliability. For instance, by
understanding and investigating the level of resilient performance of technical systems in
case of major disruptions as an extension of the classical reliability of systems designed
to handle minor statistical and systematic failures.

To extend maintenance concepts to response and recovery approaches post major
disruptive events. For instance, by defining systems (e.g. part of European high-voltage
grid >380 kV) to be sufficiently large to be able to consider major disruptions (e.g. local
electricity grid failure) as smaller failures.

To use and improve on resilience indicators that are also relevant for the daily successes
of systems and vice versa. For instance, to define current reliability level of electricity
supply in case of a set of possible minor up to larger disruptions.

(D) Integration of physical security, technical safety and IT security approaches. Resilience

objectives cover all types of potentially disruptive events. Therefore main aims of resilience

engineering include:

(ix)

(x)

To integrate physical security, safety, IT-security approaches. For instance to determine
and evaluate the chances and risks on resilience using approaches from all corresponding
disciplines and aggregating their analyses semi-quantitatively.

To provide at least conceptual technical and engineering processes and methods that are
independent of the type of adverse or disruptive event considered. For instance, by
developing analytical resilience assessment approaches.

(E) High societal and organizational commitment. The notions of resilience engineering invite for

individual and collective participation as well as organizational involvement. For instance, by focusing

on technical capabilities of systems that can be defined in positive terms. More generally speaking

resilience engineering objectives include:

(xi)

(xii)

To achieve a high level of individual, organizational and societal commitment of all
actors: third party, decision-makers, developers, system designers, system assessment
personnel. For instance, by including highly unlikely events and their long-term
consequences within risk control.

To ask for the input and feedback of end-users and third parties. For instance, by
focusing on empowerment of actors when using technical resilient systems, by asking for
the level of local controllability of scenarios and the time duration of scenarios as well as
for taking account of perceived risks.



Generating resilience for (technical) systems and processes: Resilience development

framework options

This section indicates how within the Resilience Engineering approach resilience of systems is
generated. Feasible strategies to achieve the resilience engineering objectives listed in section 2
include:

(a) To generate metrics and measures for the success of the resilience management phases (1) to
(5). For instance, to use qualitative, semi-quantitative up to quantitative approaches.

(b) To identify, specify and develop (technical) resilience capabilities (resilience functionalities,
services, or capacities) sufficient for all potential disruptive events. For instance, to require that
specific key functions of a technical system are also available in case of loss of the main energy
supply.

(c) To identify, operationalize and specify for systems (generic) resilience properties, attributes or
specifications which by themselves or in combination suffice for sufficient resilience. For
instance, redundancy or physical robustness.

(d) To extend classical risk management and assessment approaches with notions of resilience
analysis, management and enhancement (Haring, 2015; Linkov et al., 2014). For instance, to
conduct risk analysis and management taking account of response and recovery options.

It can be argued that developing technical resilience capabilities is the most viable approach when
focusing on technical systems. Technical resilience capabilities can be defined as any technical
capability, function or functionality. Therefore, reliability functions (standard, comfort functions) of a
technical system can be supplemented with resilience functions and capabilities. This is very similar
to adding functional safety functions for controlling risks in safety relevant or critical systems to
reliability functions of systems (Siebold, Larisch, & Haring, 2010).

Furthermore, technical resilience functions can be defined very flexibly in terms of their qualitative
and quantitative requirements. In addition, they can be realized independently, mixed with existing
functions or completely being part of existing functions.

Such technical resilience capabilities should include (Finger, Haring, Siebold, & Hasenstein, 2016)
(Haring, Ebenhdch et al., 2016):

Sensing and observation, for generating situation awareness,

Modelling and simulation for situation representation,

Inference and decision-making for selection of response options (if any),
Action and response for implementation of response options and

e W e

Adaptation and change, for improving overall capabilities according to (1) to (4).

Metrics, criteria, indicators for quantifying successful Resilience Engineering

This section shows that by now a variety of approaches and methods have been developed or
proposed to quantify resilience. Four main strands can be identified (Haring, Ebenhéch et al., 2016)
(Haring, Scheidereiter, et al. 2016):

(A) Analytical resilience quantification, which is based on the nested combination of (semi-)
guantitative resilience dimensional assessments, e.g. using as outer cycle the resilience
management cycle or risk management cycle. A possible starting point is to focus on chances for
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resilience objectives for each resilience management phase (1) to (5) by asking for a systems
technical resilience capabilities according to 1. To 5. (Finger et al., 2016) (Baumann, Haring,
Siebold, & Finger, 2014) (Schoppe, Haring, & Siebold, 2014) (Schoppe et al., 2015) (Siebold,
Hasenstein, Finger, & Haring, 2015);

(B) Resilience expansions with respect to resilience dimensions, e.g. number of events, resilience
phases affected, etc. For instance, the assessment may focus on the immediate response in case
of double physical cyber events.

(C) Resilience trajectory propagation, mainly for using or combining probabilistic-statistical and
standardized engineering-simulative approaches. This approach focuses on the consideration of
multiple possible events and their forward and backward propagation. Propagation is
understood as mapping event descriptions.

For instance, in case of forward propagation earthquake threat is mapped on/propagated to
well-defined seismic events, to regional loadings, to local loadings, to building loading, to physical
building damage, to physical person loading, to personnel damage quantification, to building
damage evaluation, to personnel damage evaluation, and finally to overall damage evaluation.
Examples are: (Fischer, Siebold, Vogelbacher, Haring, & Riedel, 2014) (Fischer, Haring, Riedel,
Vogelbacher, & Hiermaier, 2016) (Riedel et al., 2014) (Voss, Haring, Fischer, Riedel, & Siebold,
2012) (Esmiller et al., 2013) (Salhab, Haring, & Radtke, 2011a) (Salhab, Haring, & Radtke, 2011b)
(Haring, Schénherr, & Richter, 2009);

(D) Based on socio-technical cyber-physical system simulations (Renger, Siebold, Kaufmann, &
Haring, 2015). For instance, recovery times of airport checkpoints after security-induced
disruptions can be determined from simulations.

Such Resilience Engineering quantities can be used for formulating overall resilience optimization
objectives, for instance (Haring, Ebenhdch et al., 2016)

I.  to optimize the probability of an acceptable overall total resilience of a system,
II.  to minimize the probability of non-acceptable overall total resilience of a system,
Ill.  to optimize the total chance for fulfilling resilience objectives,
IV.  to minimize the total risks on resilience objectives.

Summary and outlook

In summary, Resilience Engineering strongly supports to meet a prerequisite for sustainable and
efficient systems: to sufficiently benignly respond to adverse events, i.e. to be resilient (section 1). By
that, Resilience Engineering meets several of the most challenging technical objectives of modern
system development and overall risk control (section 2). By now, a variety of approaches and
frameworks exist how to design resilience in development and improvement of systems (section 3).
It is argued that the identification, design and development of technical resilience capabilities is most
viable. Resilience can be quantified using fast analytical (table-top) approaches up to complex socio-
technical system simulations for generating time-dependent resilience indicators (section 4).
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